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Integrated circuit card terminal unit in card issuing system, stores 
key taken out from original IC card, in backup card using card reader/ 
writer by transmitting encoding key setting instruction to backup 
card 

Patent Assignee: TOSHIBA KK ( TOKE ); NISHIMURA S (NISH-I) 
Inventor: NISHIMURA S 

Number of Countries: 028 Number of Patents: 003 
Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

EP 1233381 A2 20020821 EP 2001124531 A 20011012 200268 B 

US 20020114468 Al 20020822 US 2001976050 A 20011015 200268 
JP 2002245427 A 20020830 JP 200143630 A 20010220 200273 

Priority Applications (No Type Date) : JP 200143630 A 20010220 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 
EP 1233381 A2 E 49 G07F-007/10 

Designated States (Regional): AL AT BE CH CY DE DK ES FI FR GB GR IE IT 

LI LT LU LV MC MK NL PT RO SE SI TR 
US 20020114468 Al H04L-009/00 
JP 2002245427 A 20. G06K-019/07 

Abstract (Basic) : EP 1233381 A2 

NOVELTY - A personal terminal unit (300) takes out a key stored 
in a original IC card (TC) using a card reader /writer (306a) by 
transmitting a key takeout instruction to the original IC card, and 
stores the key in a backup card using a card reader/writer (306b) by 

transmitting an encoding key setting instruction to the backup 
card . 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for the 
following : 

(1) IC card duplication method; and 

(2) IC card processing system. 

USE - Used in IC card issuing system. 

ADVANTAGE - Generates a duplicate or backup card easily by safely- 
storing a key taken out from the original IC card, in the backup 
card . 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
the card processing system. 

Personal terminal unit (300) 
Card reader/writer (306a, 306b) 
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International Patent Class (Main) : G06K-019/07 ; G07F-007/10; H04L-009/00 
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G06K-019/073 ; G09C-001/00; H04L-009/10 
File Segment: EPI 

Manual Codes (EPI/S-X) : T04-K02; T05-H02C5C; T05-L03C5 



46/9/5 (Item 5 ' from file: 350) 

DIALOG (R) File 350: Derwent WPIX 

(c) 2005 Thomson Derwent. All rts. reserv. 

014703997 **Image available** 

WPI Acc No: 2002-524701/200256 

XRPX Acc No: N02-415558 

Memory system has recording circuit which records duplication log after 
duplicating key information, and limiting circuit which limits 
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Priority Applications (No Type Date) : JP 2000374265 A 20001208 
Patent Details: 
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JP 2002175218 A 11 G06F-012/14 

Abstract (Basic) : JP 2002175218 A 

NOVELTY - The system has a first memory card (10) which stores 
key information, and a second memory card (20) which stores the 
duplicate of key information copied from memory card . The 
memory card (20) has a recording circuit which records a duplication 
log after duplicating the key information, and a limiting circuit which 
limits the duplication for second time after recording the duplication 
log . 

DETAILED DESCRIPTION - The second memory card performs reading of 
the key information. 

USE - Used for storing control information of predetermined 
apparatus . 

ADVANTAGE - Offers a memory system which duplicates key 
information between memory cards and is not restrained by the 
number of slots of an apparatus. Prevents leakage of information and 
illegal copy of the key information. 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
the memory system. (Drawing includes non-English language text) 

First memory card (10) 

Second memory card (20) 
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Prepaid card system generates encryption keys using each quantized data 
so as to decode characteristic data stored in variable information memory 

Patent Assignee: NTT DATA TSUSHIN KK (NITE ) 

Number of Countries: 001 Number of Patents: 001 

Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

JP 2000259903 A 20000922 JP 9965772 A 19990312 200125 B 

Priority Applications (No Type Date) : JP 9965772 A 19990312 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 
JP 2000259903 A 31 G07F-007/08 

Abstract (Basic) : JP 2000259903 A 

NOVELTY - Two card information recorded in variable information 
memory (111) of prepaid card (100) is reproduced and quantized 
separately. Encryption keys are generated using each quantized data. 
The decoding of characteristic data stored in variable information 
memory (112) is performed by encryption keys of both quantized data 
separately. Based on both the decoding result, duplicate prepaid 
card is detected. 

DETAILED DESCRIPTION - Two card information are recorded in 
variable information memory (111) of prepaid card. The two card 
information is reproduced. Based on one reproduced information, 
encryption key is generated. The other reproduced information is the 
characteristic data of prepaid card. The encryption of characteristic 
data is performed with encryption key and is stored in variable 
information memory (112). The encrypted characteristic data in memory 
(112) is finally decoded, to detect duplicate copy of prepaid 
card . INDEPENDENT CLAIMS are also included for the following: 

(a) reading apparatus; 

(b) card discrimination method 

USE - For detecting duplicate copy of prepaid card . 

ADVANTAGE - Since decoding process performed is compared, 
correctness of card is checked and duplicate prepaid card is 
detected exactly. 

DESCRIPTION OF DRAWING (S) - The figure shows the diagram of prepaid 
card. 

Prepaid card (100) 

Variable information memories (111,112) 
pp; 31 DwgNo 1/24 
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License issue system for CD-ROM, DVD - writes decoding key , frequency 
of duplication data stored in encrypted form on master card to user IC 
card and when copy is performed from user IC card , duplication 
dummy data is subtracted 

Patent Assignee: NIPPON CHEMICON CORP (NIEM ) 

Number of Countries: 001 Number of Patents: 001 

Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 

JP 11219291 A 19990810 JP 9835484 A 19980202 199942 B 



Priority Applications (No Type Date) : JP 9835484 A 19980202 
Patent Details: 

Patent No Kind Lan Pg Main IPC Filing Notes 
JP 11219291 A 11 G06F-009/06 

Abstract (Basic) : JP 11219291 A 

NOVELTY - A master IC card (6) stores the decoding data and 
frequency of duplication data, which are written to the user IC card 
(8), in an encrypted form using common key data. Whenever a copy is 
performed using user IC card , the frequency of duplication data 
is subtracted. 

USE - For preventing unauthorized usage of storage devices like 
CD-ROM, DVD which store licensed software. 

ADVANTAGE - Prevents usage of decoding key by unauthorized 
personnel. Ensures high security. DESCRIPTION OF DRAWING (S) - The 
diagram shows the perspective view of license issue system. (6) Master 
IC card; (8) User IC card. 
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Title Terms: LICENCE; ISSUE; SYSTEM; CD; ROM; WRITING; DECODE; KEY; 
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SUBTRACT 
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International Patent Class (Main) : G06F-009/06 
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ENCRYPTION SYSTEM UTILIZING IC CARD 

PUB. NO.: 2004-023122 [JP 2004023122 A] 

PUBLISHED: January 22, 2004 (20040122) 

INVENTOR(s): ISHIDAIRA IKU 

APPLICANT (s) : DAINIPPON PRINTING CO LTD 



2002-171116 [JP 2002171116] 
June 12, 2002 (20020612) 

H04L-009/08; B42D-015/10 ; G06K-019/10; G09C-001/00; 
H04L-009/32 

ABSTRACT 

PROBLEM TO BE SOLVED: To provide an encryption system adopting a generating 
method of an encryption key capable of securely restoring an original 
encryption key only with comparatively simple information stored by an 
owner of an IC card when the IC card storing the encryption key is 
missing in a system wherein the encryption of files in a personal computer 
is provided. 

SOLUTION: The encryption system to solve the problem is configured such 
that the personal computer is provided with an encryption key generating 
means that generates the encryption key on the basis of a password 
designated by the owner of the IC card and code information recorded in 
advance in the IC card and records the encryption key in the IC card as the 
encryption key used by the owner of the IC card. Thus, even when the card 
owner loses the IC card, the owner designates the password the same as the 
password above for a new IC card recording the code information to restore 
the encryption key having been recorded in the missing IC card to the new 
IC card . 

COPYRIGHT : (C)2004,JPO 
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METHOD OF CONTROLLING APPLICATION OF IC CARD 



PUB . NO. : 
PUBLISHED: 
INVENTOR(s) : 
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INTL CLASS: 



2003-223613 [ JP 2003223613 
August 08, 2003 (20030S08) 
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DAINIPPON PRINTING CO LTD 
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January 29, 2002 (20020129) 
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G06F-003/08; G06K-019/07 ; 



A] 



; G06F-001/00 

G06K-019/10 



G06F-003/06; 



ABSTRACT 



PROBLEM TO BE SOLVED: To provide a method of controlling the application of 
an IC card capable of deleting, after use, the application allowed to use 
one time only, preventing the application from being used again, and 
capable of efficiently utilizing a memory. 

SOLUTION: This method of .controlling the application of the IC card 
comprises the steps of registering authentication data used for mutual 
authentications correspondingly with a key for load and a key for 
deletion before the IC card is issued, performing the first mutual 
authentication based on the key for load and the authentication data 
after the application and the key for load are inputted into the IC 
card, loading the application into the IC card, performing the second 
mutual authentication based on the key for deletion and t he authentication 
data after a first processing is performed by the IC card based on the 
loaded application, deleting the application from the IC card, and- deleting 



the key for deleting from the IC card . 
COPYRIGHT : (C)2003,JPO 
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SYSTEM AND METHOD FOR DISTRIBUTING INFORMATION 



PUB . NO.: 2003-110542 [JP 2003110542 A] 
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ABSTRACT 



PROBLEM TO BE SOLVED: ' To provide a device for acquiring copyright by 
enciphering contents and purchasing a decipher key for reproducing, a 
device for moving and charging the acquired copyright, and a measures of 
security for the decipher key for reproducing and the contents. 

SOLUTION: The contents of music information or video information are 
enciphered and distributed and a key for deciphering these contents is 
stored on an IC card so that security can be improved. In the case of 
reproducing, the decipher key is extracted from the IC card and supplied to 
a program dedicated to contents . reproducing . Two IC cards storing 
the decipher key are connected, the decipher key on one IC card can be 
moved to the other IC card. In this case, a charge for the copyright 
movement is collected. 
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METHOD FOR PREVENTING IC MEMORY CARD FROM BEING COPIED 



PUB. NO. : 

PUBLISHED: 

INVENTOR(s) 



APPLICANT (s) 

APPL. NO. : 
FILED: 
INTL CLASS: 



05-197635 [JP 5197635 A] 
August 06, 1993 (19930806) 
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HAYAKAWA MARIKO 
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(Japan) 

04-009098 [JP 929093] 
January 22, 1992 (19920122) 
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JAPIO CLASS: 4 5.2 (INFORMATION PROCESSING 



Memory Units); 4 5.3 



(INFORMATION PROCESSING — Input Output Units) 
JAPIO KEYWORD: R131 (INFORMATION PROCESSING — Microcomputers & 
Microprocessers ) 

JOURNAL: Section: P, Section No. 1646, Vol. 17, No. 624, Pg . 28, 

November 17, 1993 (19931117) 

ABSTRACT 

PURPOSE: To prevent the contents of an IC memory card legally acquired by a 
certain user from being illegally copied to the own IC memory card 
of the third person concerning the copy preventing method for the IC memory 
card . 

CONSTITUTION: First key information is written in a card attribute 
recording part 12 of an IC memory card 11, second key information is 
written in headers 14 of respective files in the file recording part 13. 
Even when the contents of the file recording part 13 are copied to 
another IC memory card 11', at read terminals 30A and 30B, read is 

not permitted unless fixed corresponding relation is established between 
the first and second key information. 
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ABSTRACT 

PROBLEM TO BE SOLVED: To provide an IC card from which a key for 
enciphering or decoding internally stored data can be safely fetched to the 
outside . 

SOLUTION: This IC card has a decoding key for decoding data generated 

in the inside or set from the outside and an enciphering key for 
ciphering the data, enciphers the decoding key and the enciphering key 
by a plurality of different keys set in the IC card and subsequently 

transmits the enciphered decoding key and the enciphered enciphering key 
when a key fetch instruction for fetching the decoding key and the 

enciphering key in the IC card to the outside is inputted. 
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ABSTRACT 



PROBLEM TO BE SOLVED: To provide a device and a method for issuing IC card, 
by which confidential data which differ surely for each IC card, can be 
written on an IC card . 

SOLUTION: A plurality of key data are stored in a key data file 10. A 
host computer 1 extracts the key data from among a key data group, 
stored in this key data file 10 and issues the IC card by writi.ng 
these extracted key data via an issuing machine 12 to the data memory of 
the IC card 13. When the normal end of issue of the IC card is 

confirmed, the host computer 1 deletes the key data used for issuing that 
IC card , from the key data file 10. 



COPYRIGHT: (C) 2001, JPO 



27/9/3 (Item 1 from file: 350) 

DIALOG (R) File 350:Derwent WPIX 

(c) 2005 Thomson Derwent. All rts. reserv. 



014809037 **Image available** 

WPI Acc No: 2002-629743/200268 

XRPX Acc No: N02-497806 
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card reader/writer by transmitting encoding key setting instruction to 
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Abstract (Basic) : EP 1233381 A2 

NOVELTY - A personal terminal unit (300) takes out a key stored 
in a original IC card (TC) using a card reader /writer (306a) by 
transmitting a key takeout instruction to the original IC card , 
and stores the key in a backup card using a card reader /writer (306b) 
by transmitting an encoding key setting instruction to the backup 
card . 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for the 
following : 

(1) IC card duplication method; and 

(2) IC card processing system. 

USE - Used in IC card issuing system. 

ADVANTAGE - Generates a duplicate or backup card easily by safely 
storing a key taken out from the original IC card , in the backup 
card. 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
the card processing system. 

Personal terminal unit (300) 
Card reader /writer (306a, 306b) 
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Abstract (Basic) : WO 200126046 Al 

NOVELTY - The card issuing method sends a key setting command 
accompanied by a key from an IC card issuing device to an IC card 
, allowing the IC card to receive the key setting command and 
setting the key accompanying the key setting command in the IC 
card , sending a special key setting command accompanied by a key 
from the IC card issuing device to the IC card . 

USE - IC card iss-uing system 

DESCRIPTION OF DRAWING (S) - The figure (containing non-English 
Language text ) shows IC card issuing method, 
pp; 42 DwgNo 14/14 
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ABSTRACT EP 1260944 A2 

The present invention provides an IC card issuance system {200, 205) 
that issues an IC card by writing issuance data including an ID specific 
to the IC card into a memory of the IC card, wherein, when reissuing an 
IC card identical to an issued IC card, an ID of an IC card to be 
reissued is read out from the IC card. A record having an ID that 
corresponds to the read out ID is retrieved and output from an issuance 
file (Fll) having stored issuance data of the issued IC card therein, and 
reissuing of the IC card is based on the output record {issuance data) . 
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ABSTRACT .EP 1233381 A2 

In the case of an IC card having a decoding key for decoding data 
and an encoding key for encoding the data which are generated inside or 
set by an external unit, when a key takeout instruction for taking out 
the decoding key and encoding key in the IC card to an externa] 
unit is input, the decoding key and encoding key' are encoded by a 
plurality of other keys set in the IC card and then transmitted to 
an external unit . 
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ABSTRACT EP 1220148 Al 

An IC card issuing apparatus sends a key setting command accompanied 
with a key to an IC card. The IC card receives the key setting command 
and the key accompanying the key setting command is set to the IC card. 
The- IC card issuing apparatus sends a special key setting command 
accompanied with a key to the IC card. The IC card receives the special 
key setting command and the key accompanying the key setting command is 
set to the IC card. Further, a set key process result is generated 
based on all keys set to the IC card . The IC card sends the set 
key process result to the IC card issuing apparatus. The IC card 
issuing apparatus receives the set key process result, and confirms 
whether a normal key is set to the IC card based on the set key 
process result. 
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English Abstract 

An IC card issuing method characterized by comprising sending a key 
setting command accompanied by a key from an IC card issuing device to an 
IC card, allowing the IC card to receive the key setting command and 
setting the key accompanying the key setting command in the IC card, 
sending a special key setting command accompanied by a key from the IC 
card issuing device to the IC card, allowing the IC card to receive the 
■ special key setting command and setting the key accompanying the special 
key setting command in the IC card , generating the results of the 
set key processing based on all the keys set in the IC card , 
sending the results from the IC card to the IC card issuing 
device, allowing the IC card issuing device to receive the results, 
and confirming whether or not a regular key is set in the IC card 
based on the results. 

French Abstract 

L' invention concerne un procede de production de cartes a microcircuit 
caracterise en ce qu'il consiste a envoyer un ordre de definition de clef 
accompagne d ' une clef d ' un dispositif de production de cartes a 
microcircuit a une carte a microcircuit, a autoriser la reception, par la 
carte a microcircuit, de 1 ' ordre de definition de clef et a definir la 
clef accompagnant 1 1 ordre de definition de clef au niveau de la carte a 
microcircuit, a envoyer un ordre de definition de clef special accompagne 
d'un clef du dispositif de production de cartes a microcircuit a la carte 
a microcircuit, a autoriser la reception, par la carte a microcircuit, de 
l 1 ordre de definition de clef special et a definir la clef accompagnant 
1 'ordre de definition de clef special au niveau de la carte a 
microcircuit, a generer les resultats du traitement de la clef definie 
sur la base de toutes les clefs definies dans la carte a microcircuit, a 
envoyer ces resultats de la carte a microcircuit au dispositif de 
production de cartes a microcircuit, a autoriser la reception des 
resultats par le dispositif de production de cartes a microcircuit, et a 
confirmer, sur la base de ces resultats, si uhe clef standard est definie 
dans la carte a microcircuit. 
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